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MOVEIit Data Breach

In May 2023, the MOVEIt file transfer soft-
ware, widely used by organizations to se-
curely transmit sensitive data, became the
target of a major cyberattack. The ransom-
ware group CLOP exploited a vulnerability in
the MOVEIt software, gaining unauthorized
access to sensitive data from thousands of
organizations worldwide.

In the United States, the breach impacted a
wide range of entities, including government
agencies, financial institutions, health care
providers and universities. Notably, the U.S.
Department of Energy, Johns Hopkins Uni-
versity, Shell, and Genworth Financial were
among those affected. The breach exposed
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the personal data of millions and under-
scored the systemic risks inherent in inter-
connected digital supply chains.

As organizations increasingly rely on digital
tools to manage operations, the importance
of robust cybersecurity measures cannot be
overstated. The MOVEIt incident is a stark re-
minder of the evolving threat landscape and
the need for continuous vigilance and pro-
active measures to safeguard sensitive data.

Fortunately, organizations can learn various
cybersecurity lessons by reviewing the de-
tails of this incident, its impact and the con-
tributing factors.
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The Dertails

The MOVEIt breach began on May 27, 2023,
when the CLOP ransomware group exploit-
ed a zero-day vulnerability in the MOVEIt file
transfer software. This software, developed
by Ipswitch Inc, a subsidiary of Progress
Software, Is used by numerous organiza-
tions across various sectors, including fi-
nance, health care and education, to transfer
large volumes of sensitive data securely.

The MOVEIt vulnerability, known as CVE-
2023-34362, allowed hackers to break into
public-facing servers using a method called
SQL injection. After gaining access to an or-
ganization's MOVEIt database, the hackers
installed a custom web shell called LEMUR-
LOOT, disguised to resemble a legitimate
MOVEIt file. This web shell acted as a secret
backdoor, letting the cybercriminals explore
stored files and steal large amounts of data
from the Microsoft Azure Blob Storage cloud
solution without detection.

The breach was first detected when a cus-
tomer reported unusual activity on May 28,
2023. Progress Software quickly released a
patch for the vulnerability on May 31, 2023,
but the damage had already been done. The
attack affected over 2,700 organizations and
exposed the personal data of approximately
93.3 million individuals.

The stolen data included names, addresses,
Social Security numbers and financial infor-
mation—data that has since been used In
identity theft, phishing campaigns and finan-
cial fraud.



The MOVEIt data breach affected more than 2,700
organizations and exposed the personal data of ap-
proximately 93.3 million individuals. According to
an analysis by cybersecurity software and consult-
ing company Emsisoft, U.S.-based organizations
accounted for almost 80% of all known victims.

The attack highlighted how a single weak point in
a third-party system could open the door to wide-
spread disruption and data exposure.

The Impact

The MOVEIt breach had far-reaching con-
seqguences for U.S. organizations. Ramifica-
tions included the following:

Reputational Damages

The compromise of sensitive data within
affected organizations eroded trust among
customers and partners, while the intense
media scrutiny surrounding the cyberattack
further harmed their public image. Moreover,
the reputational damage wasn't necessarily
confined to the directly affected organiza-
tions; suppliers, vendors and other entities
within their supply chains may have expe-
rienced diminished confidence from stake-
holders, as trust in the broader supply chain
came under question.

Recovery Costs

Following the breach, organizations were
forced to invest heavily in forensic investi-
gations and remediation efforts to secure
their systems and prevent future incidents.
The added responsibilities of notifying affect-
ed individuals and maintaining heightened

monitoring for malicious activity further in-
creased operational costs and resource de-
mands.

Legal and Regulatory Consequences

In the United States, affected organizations
faced potential legal action from individuals
whose data was compromised. Class-ac-
tion lawsuits cited emotional distress and
financial harm. Regulatory scrutiny also in-
creased, particularly under state-level data
breach notification laws, which require time-
ly disclosure and consumer protection mea-
sures.



| essons Learned

There are several cybersecurity takeaways
from the MOVEIt data breach. Specifically,
the Incident emphasized these important
lessons:

The Value of Regular Vulnerability
Assessments

The MOVEIt breach highlighted how cyber-
criminals can exploit undetected vulnerabili-
ties with devastating consequences. Regular
vulnerability assessments and penetration
testing play a critical role in identifying and
mitigating such weaknesses before they can
be leveraged as attack vectors. This proac-
tive approach is critical for staying ahead of
emerging threats.

The Importance of Patch Management
Another key takeaway from the MOVEIt in-
cident is the critical need for timely patch-
Ing. Delays in applying security updates can
leave systems exposed to known vulnerabil-
ities. Organizations must implement robust
patch management processes to ensure that
updates are applied promptly, reducing the
attack window for threat actors.

The Significance of Supply Chain Security
The breach also underscored the risks as-
sociated with third-party software and ser-
vices. MOVELt, a widely used file transfer tool,
became a single point of failure for many
organizations. This incident reinforces the
need to assess and monitor the cybersecu-
rity practices of all suppliers and vendors,
ensuring they meet stringent security stan-
dards.

The Impact of Advanced Security
Technologies

The MOVEIt breach demonstrated that tra-
ditional security measures may not be suf-
ficient to prevent sophisticated attacks. In-
vesting in advanced technologies—such as
Intrusion detection systems, endpoint pro-
tection, encryption and secure communica-
tion protocols—can provide deeper visibili-
ty and stronger defenses against complex
threats.

The Necessity of Cyber Insurance

Finally, the financial and reputational fallout
from the MOVEIt breach serves as a remind-
er of the value of cyber insurance. While it
cannot prevent an attack, cyber insurance
can help organizations manage the financial
Impact of a breach, covering costs related
to recovery, notification and potential legal
claims.

For more risk management guidance and in-
surance solutions, contact us today.




